PANDUAN KONEKSI WIFI EDUROAM

Universitas Tidar

Panduan Login Eduroam untuk

WINDOWS 7




EDUROAM UNIVERSITAS TIDAR

Eduroam (education roaming) adalah layanan roaming internasional bagi pengguna
dalam bidang penelitian dan pendidikan. Eduroam memberikan peneliti, dosen, dan
mahasiswa akses internet yang aman Ketika sedang mengunjungi institusi lain yang
berpartisipasi dalam eduroam. Proses autentikasi dilakukan oleh institusi asal pengguna
dengan menggunakan konfigurasi username dan password sebagaimana yang digunakan
saat mengakses di jaringan lokal institusi mereka. Sedangkan otorisasi untuk mengakses
internet dan sumber daya lainnya ditangani oleh institusi yang dikunjungi. Tidak ada

biaya yang dikenakan untuk mengakses jaringan eduroam.

PANDUAN KONEKSI WIFI EDUROAM

Untuk bisa terhubung ke jaringan Wifi Eduroam, Anda harus menggunakan akun SSO
Untidar username@untidar.ac.id (untuk dosen dan tendik) atau
username@students.untidar.ac.id (untuk mahasiswa).

A. Windows 7
1. Pastikan ada jaringan eduroam di area yang digunakan.
I Mot connected 4 -
I:E[[l.] Connections are available
" Wireless Network Connection ~
M
M
! M
| UNTIDAR o
eduroam M
1
1
N0 T
I Open Metwork and Sharing Center
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2. Buka Control Panel

—
‘lz" Getting Started

!' Connect to a Projector

Documents
Calculator

Pictures
Sticky Motes

Music

=3

. Paint

% Snipping Tool

1‘ XPS Viewer | Change settings

Devices and Printers
g Windows Fax and Scan

Excel 2016
% Remote Desktop Connection

P AllPrograms

Default Programs

Help and Support

Search programs and
prog

3. Klik View network status and tasks

- - — —c- al
Frate i, - e e  eEee
(:7@-@ + Control Panel +

[ 42 ]] search Contral Panct 5]

Adjust your computer’s settings Viewby: Category ™
il  System and Security . User Accounts and Family Safety
@y Review your computer's status &) Add or remove user accounts
Back up your computer 18 Set up parental controls for any user

Il Find and fix problems

. Network and Internet
ﬁl Connect to the Internet
SSL,  View network status and tasks
Choose hamegroup and sharing options

Appearance and Personalization
Change the theme

Change desktop backgreund

Adjust screen resolution

Clock, Language, and Region

sy
/ Hardware and Sound AL, I
P View devtees and prneers - Change keyboards or other input methods |

Add & device Ease of Access

Connectto a projector Let Windows suggest settings f
Adjust commonly used mobility settings Optimize visual display

= Programs I
y
k‘- Uninstall 2 program I
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4. Klik menu Manage wireless networks

o

<18

£

£ + Control Panel » Networkand Internet » Network and Sharing Center

h Control Panel

~[4][ s

o

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing

settings
i,i.
"5.
&
=

HomeGroup
Intemet Options

Windows Firewall

LO-V_ACER-PC
(This computer)

View your active networks

View your basic network information and set up connections

Internet

You are currently not connected to any networks.

Change your networking settings

Set up a new connection or network

Setup  wireless, broadband, dial-up, ad hoe, or VPN connection; or set up a router or access point.

Cennect to a netwerk
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing opticns

Access files and printers located on ether network computers, or change sharing settings.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshoting information

Seefull map

Connect to a network

o)

5. Klik tab Add

@U-\ﬂﬂ] » Control Panel » Network and Internet » Manage Wireless Networks

B E

Add | Adapter properties  Profile types

Networks you can view, modify, and reerder (1)
UPA-TIK

1item

Ll

Manage wireless networks that use (Wireless Network Connecti

Windows tries to connect to these networks in the order listed below.

Network and Sharing Center

Type: Any supported

Automatically connect (]

6. Pilih Manually create a network profile

(=]l

1 Manually connect to a wireless network

L

security key (if appiicable).

How do you want to add a network?

Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. Vou need to know the network name (SSID) and

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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7. Atur konfigurasi seperti berikut ini:

Network name : eduroam

Security type : WPA2-Enterprise

Encryption type : AES, kemudian klik Next.

R
@ ! Manually connect to a wireless network
it —

Enter information for the wireless network you want to add

Network name: eduroam

Security type: WPA2-Enterprise -

Encryption type: AES =

Security Key: Hide characters

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Klik Change connection settings

u !l Manually connect to a wireless network.

Successfully added eduroam

= Change connection settings
Open the connection properties so that 1 can change the settings.

Clase

UPATIK UNIVERSITAS TIDAR



9. Klik tab Security
i eduroam Wireless Network Properties [ér

Connection | Security

Mame: eduroam
SSID: eduroam

Metwork type: Access point

Metwork availability:  all users

Connect automatically when this network is in range
[]Connect to a more preferred network if available

[ connect even if the netwark is not broadcasting its name (35I0)

[ 0K J[ Cancel ]

[ 4

10. Pada bagian Choose a network authentication method klik Settings

eduroam Wireless Network Properties L&J

Connection | Security

Security type: [WPA?_—Enterprise V]

Encryption type: lAES -

Choose a network authentication method:
[Microsof‘t: Protected EAP (PEAF) v] [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK ] [ Cancel

11. Hilangkan tanda centang (uncheck) pada bagian Validate server certificate.
Pada bagian Select authentication method pastikan Secured password (EAP-

MSCHAP V2), kemudian klik Configure.
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-
Protected EAP Properties u

When connecting:

[ validate server certificate

Connect to these servers:

Trusted Rook Certification Autharities:

8] 2 Cericate Services | -
[ Baltimore CyberTrust Root

[ class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA

[ Digicert Global Root CA

|:| DigiCert High Assurance EV Root CA

[ Globalsign Root CA -
4 [ | »

m

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) Y] [ Configure... ]

Enable Fast Reconnect

[C]Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLV

[C]Enable Identity Privacy F
.

—

I [ Ok ] [ Cancel

12. Hilangkan tanda centang (uncheck) pada Automatically use my windows logon

name and password (and domain if any).

= -

Protected EAP Properties | = L|

EAP MSCHAPY2 Properties o

‘When connecting:

B Automatically use my Windows logon name and
password (and domain i any).

DigiCert Assured

[7] DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA

[ Globalsign Root CA -

1 [ |

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure... ]

Enable Fast Reconnect

[| Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLYV
[| Enable Identity Privacy

oK ] [ Cancel

13. Klik OK sampai kembali ke tampilan awal.
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14. Lakukan proses koneksi ke wifi eduroam dengan klik tombol Connect.

-
Mot connected + Z
I:E['[I,; Connections are available
Wireless Metwork Connection A

1'1“]
1'1“]
a U
edurcam 1'11!!
Connect automatically
4
UNTIDAR o
1'1”.
Rk Al T
Open Metwork and Sharing Center

15. Masukkan username dan password dan klik OK.
Windows Secul'lty‘ &

Network Authentication
Please enter user credentials

Windows Security u

Network Authentication
Please enter user credentials

E W
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16. Pastikan sampai terhubung dengan koneksi eduroam.

-

Currently connected to:

=2 eduroam
¥ Internet access

Wireless Metwork Connection

eduroam Connected

*y

M

Bl
Bl
Bl
M|
)
A
Ml
|

Open Metwork and Sharing Center

»

m
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